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1. Introduction 
 
The purpose of this SOP is to define the general procedures of and provide guidance 
to the Royal British Legion (TRBL) and its subsidiaries to ensure the organisations 
compliance with the Data Protection Act 1998 (DPA). As data controller TRBL is 
committed to ensuring that the procedures and guidance set out in this policy are 
followed. 
 
These procedures will apply to the processing of personal information which includes 
obtaining, holding, using, sharing or disclosing such information and covers 
information held within computer databases and shared drives as well as in manual 
records. 
 
The meaning of phrases defined in the act and used in this policy are shown in 
Appendix A. 
 
The procedures and guidance set out in this policy shall be followed by any individual 
who processes personal data on the behalf of TRBL including permanent and 
temporary employees, agency staff, contractors and consultants or members and 
volunteers (“data processors”). 
 
TRBL will hold personal information necessary to enable it to perform its functions 
and ensure the information it processes is accurate. All such information will be 
protected in order to safeguard privacy and comply with the law. 
 
The DPA sub policies will provide TRBL data processors with more detailed guidance 
on how we can achieve data protection compliance. 

 
2. Status of the Policy  
 
This policy has been approved by Executive Board and any breach will be reportable 
to them. 

 
3. Summary of the Data Protection Principles 

Data processors shall comply with the eight data protection principles as set out in 
the DPA. These state that personal data shall: 
 

3.1. Be processed fairly and lawfully.  
 

TRBL should not process personal data for any purpose which is incompatible for the 
purpose or purposes for which it was collected. 

 
3.2. Be obtained only for specified and lawful purposes. 

 
TRBL should not process personal data in any manner which is incompatible with the 
purpose or purposes for which it was collected. 

 
3.3. Be adequate, relevant and not excessive.  

 
TRBL will only collect and process appropriate information and only to the extent that 
it is sufficient to fulfil its functions or comply with any legal requirements. 
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3.4. Be accurate and kept up to date. 

 
TRBL should ensure that quality of information used and incorrect personal data 
should be amended or deleted as soon as TRBL becomes aware of it. 

 
3.5. Be kept for no longer than is necessary. 

 
TRBL should only retain personal information for as long as it is necessary for the 
purpose for which it was collected (see SOP95B Data Retention and Disposal). 

 
3.6. Be processed in accordance with the rights of Data Subjects  

 
These rights include the right of access to one’s personal data, a right to object to 
processing that is likely to cause or is causing damage or distress, and a right in 
certain circumstances to have inaccurate personal data rectified, blocked, erased or 
destroyed. 
 

3.7. Be subject to appropriate security measures 
 

TRBL will take appropriate measures against unauthorised or unlawful processing 
and against accidental loss, destruction of or damage to personal data. 

 
3.8. Not be transferred to a country or territory outside the European 

Economic Area 
 

Personal data should not be transferred by TRBL to a country outside the EEA 
unless that country or territory ensures an adequate level of protection for the rights 
and freedoms of data subjects in relation to the processing of personal data. 
 
4. Requirements 
 
All data processors of TRBL are responsible for understanding and complying with 
the procedures that have been adopted in order to ensure data protection 
compliance.  
 
Information will be stored for only as long as it is needed or required and will be 
disposed of appropriately and in accordance TRBL’s Data Retention and Disposal 
Policy.  
 
TRBL is responsible for notifying the Information Commissioner of the personal data 
it holds or is likely to hold and the general purposes that this data will be used for. 
The notification has to be renewed annually and at this time departments must 
advise the Data Protection Officer of any changes in the way in which they hold 
personal data. 
 
No TRBL supplier shall be authorised to process TRBL data without first entering into 
a formal Data Processor Agreement. All data processors of personal data will be 
reviewed and must satisfy TRBL’s supplier Information Security Standards. 
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5. Responsibilities 
 
5.1 Executive Board 
 
The Deputy Director General is the Executive Board member who has overall 
responsibility for data protection compliance across TRBL. 
 
A status report and recommendations of any actions relating to Data Protection will 
be presented to the Executive Board quarterly.  Business as usual reporting to the 
Executive Board will include statistics on subject access requests received and 
responded to within the statutory timeframe and data security breaches. The 
Executive Board delegates day to day management of data protection compliance to 
the Data Protection Officer. 
 
5.2 Data Protection Officer 
 
It is the responsibility of the Data Protection Officer to: 
 

 assess the obligations of TRBL under the DPA and be aware of current 
compliance status 

 

 brief the Executive Board on data protection risks and recommend solutions 
  

 review data protection and related policies to ensure they reflect best practice 
 

 offer guidance to staff on data protection issues and promote clear and 
effective procedures  

 

 ensure that there is an effective data protection training programme in place 
which is being monitored  

 

 annually review our notification to the Information Commissioner  
 

 manage all subject access requests received by TRBL 
 
5.3 Data Protection Steering Group 
 
The group comprises the Assistant Directors, and is responsible for routine oversight 
of data protection compliance, ensuring that the working group has the appropriate 
members and is delivering effective data protection compliance.  
 
They will recommend changes of policy or procedure to the Executive Board for 
approval.  See Appendix B for the terms of reference of the group. 
 
 
5.4 Data Protection Working Group 
 
The Data Protection Working Group members assist the Data Protection Officer in 
ensuring that the processes and records associated with Data Protection are 
maintained in their areas, and will highlight data protection issues and providing 
advice to staff. See Appendix C for Data Protection Working Group Member roles 
and responsibilities. 
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5.5 All Staff 
 
It is the responsibility of all TRBL data processors to comply with the procedures set 
out in this policy.  Any non compliance with this policy will be referred to Human 
Resources and may constitute a disciplinary matter. All data processors have a 
responsibility to report non-compliances. If data processors are unsure as to whether 
a particular activity amounts to a non compliance they should discuss their concerns 
with their manager or the Data Protection Officer. 

 
6. Data Security 

 
All TRBL data processors are responsible for ensuring that any personal data which 
they hold is kept securely and is accessible by authorised individuals only. All data 
processors must ensure personal information is not improperly disclosed whether it is 
deliberately or accidently. Please refer to TRBL’s Information Security Policy for 
further information. 

 
7. Requests 
 
All data subjects have the right to access the personal information TRBL holds about 
them under the subject access request provisions in the DPA.  
 
All subject access request received by TRBL via staff, members or a volunteer must 
be referred to the Data Protection Officer without delay.  Please refer to TRBL’s 
policy on Subject Access Requests (SOP 95A) for further information. 
 
8. Third Parties 
 
TRBL should not disclose personal information relating to individuals who are not the 
data subject. Disclosures of information in response to a subject access request 
should not include information which identifies a third party. 
 
Requests received from third parties for an individual’s personal information should 
be referred to the Data Protection Officer without delay. Please refer to TRBL’s policy 
on Subject Access Requests (SOP95A) for further information. 

 
9. Related Policies 
 
This policy should be read alongside other TRBL policies and procedures which 
cover specific aspects of our data protection responsibilities and compliance. 

 
The associated policies are: 
 
SOP95A Subject Access Request Policy 
SOP95B Data Retention and Disposal Policy 
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Appendix A:  Definitions of Key Words used in the Policy: 
 
Data Controller – the person who (either alone or jointly or in common with other 
persons) determines the purposes for which and the manner in which any personal 
data are processed.  The data controller will usually be an organisation (e.g. RBL). 
Even if an individual is given responsibility for data protection in an organisation, they 
will be acting on behalf of the organisation, which will be the data controller. 
 
Data Processor – any person who processes data on behalf of the data controller. 
 
Data Subject – the individual whose personal information is being held or processed. 
 
Information Commissioner – the UK Information Commissioner is responsible for 
implementing and overseeing the Data Protection Act 1998 
 
Notification – notifying the Information Commissioner about the data processing 
activities of the RBL. The Notification form covers the purpose for which the 
information is held, the types of data subjects about whom data is held, the types of 
information that are held, the types of disclosures that are made, and any transfer of 
data abroad.  The Notification entry has to be reviewed each year and may have to 
change if the organisation changes its processing in significant ways. 
 
Personal data/information – data which relates to a living individual who can be 
identified from that data, or from that data together with other information which is in 
the possession of (or is likely to come into the possession of) the RBL as data 
controller. Obvious examples are names and addresses, but it also includes other 
information which may identify a living individual. It does not include information 
about organisations, companies and agencies. 
 
Processing – collecting, amending, handling, storing or disclosing personal 
information. 
 
Subject Access – an individuals entitlement to be informed by any data controller 
whether personal data of which that individual is the data subject are being 
processed by or on behalf of that data controller, and to be given a description of that 
personal data and the purposes for which they are being or are to be processed, and 
the recipients or classes of recipients to whom they are or may be disclosed, and the 
source of the data, and to have that data communicated to him or her. 
 
Third Party – any person other than the data subject, the data controller or any data 
processor or other person authorised to process data for the data controller or 
processor. 
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Appendix B: Data Protection Steering Group Terms of Reference 
 
Purpose of Group 
 
The Data Protection Steering Group (Steering Group) has oversight of implementing 
the recommendations of the Privacy Healthcheck audit which are set out in the Data 
Protection Action Plan as agreed by the Executive Board, and to have continuing 
oversight of Data Protection compliance. They will: 
 

 Monitor progress against the actions of Data Protection Action Plan and 
report on the progress and completion of actions to the Executive Board. 

 

 Monitor the operation of the Data Protection Working Group, and ensure they 
are able to and are delivering effect data protection compliance across the 
organisation. They will report by exception to the Executive Board. 
 

 Review amendments to data protection related policies and procedures, and 
recommend them to the Executive Board for approval.  

 

 Make recommendations to the Executive Board facilitate the delivery of data 
protection compliance across the organisation. 

 
The Steering Group will be responsible for nominating members of the Data 
Protection Working Group (the Working Group) and any changes to the membership 
of the Working Group will be discussed with and authorised by the Steering Group. 
 
Membership 
 
The Steering Group will consist of all TRBL Assistant Directors who will have 
responsibility for the oversight of data protection compliance within their directorates 
and provide advice and recommendations to facilitate compliance.  
 
Accountability 
 
The Group will report to the Deputy Director General and the Executive Board. 
 
Meetings 
 
The Data Protection Officer will provide reports and updates to the Steering Group at 
the Assistant Directors monthly meetings as and when necessary. 
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Appendix C: Role and Responsibilities of members of the Data Protection 
Working Group 
 
Purpose of Group 
 
The Data Protection Working Group (the Group) shall ensure data protection 
compliance across the organisation and assist the Data Protection Officer (DPO) in 
implementing the recommendations of the Privacy Healthcheck audit which are set 
out in the Data Protection Action Plan, as agreed by the Executive Board. 
 
Main Responsibilities 
 

 Assisting in rolling out a data protection training programme, and ensuring 
training is attended as required by the programme. 
 

 The creation and maintenance of an inventory of personal information 
collected and processed by each department. 
 

 Highlighting any data protection issue or risks within their department to the 
DPO and to identify and reporting any data protection breaches to the DPO. 
 

 To assist the DPO in dealing with any requests for personal information 
(subject access requests), including co-ordinating the response from their 
department.  
 

 Be the first point of contact within their department for providing advice on 
data protection good practice, in consultation with the DPO.  
 

 To provide feedback on annual reviews of the data protection policies and 
guidance. 

  
Membership 
 
The Group will consist of representatives from each directorate, chosen to provide 
full coverage of the types of work, and volume of personal information within the 
directorate.    
 
Any changes to Group membership, for instance to reflect organisational 
restructuring, shall be agreed by the Steering Group.   
 
If a member of the Group is leaves the organisation a replacement must be found, to 
ensure continuation of data protection compliance in that area. The DPO will arrange 
appropriate training for members of the Group. 
    
The Group may invite internal or external stakeholders who have an interest in 
particular aspects of the organisation’s data protection compliance to attend 
meetings.  
 
The DPO will maintain the list of Group members which will be available to TRBL 
staff and managers. 
 
Accountability 
 
The Group will report to the Steering Group. 
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Individual group members are responsible for reporting activity on data protection 
compliance to their own departments and directorates. 
 
Meetings 
 
Meetings will be run, minuted and chaired by the DPO. 
 
Initially meetings will occur monthly whilst Data Protection Action Plan is being 
implemented. Meeting frequency will be reviewed once this is complete. 
 


